NudopmanuonHas naMATKA /151 00y4AIOIIMXCH AJIs pa3MelleHHs Ha
opunuaabHbIX UHTEpHET-pecypcax

C KaXXJIbIM TOJOM MOJIOJACKU B HWHTCPHCTC CTAHOBUTLCA 6OJIBIHC, a
MKOJbHUKKM OJHH H3 CaMbIX AKTHBHBIX I10JIb30BaTEeNICH PYHeTa. MG)KILY TCM,
IIOMHMO OI'POMHOI'0 KOJIMYCCTBA BO3MO}KHOCTCﬁ, HHTCPHECT HCCCT U HpO6JI€MI>I.
OTta namsaTkKa JOJIDKHA ITIOMOYb Tebe Oe30macHo HaxoOUuTBCA B CCTH.

KoMmnbroTepHbie BUPYChI

KoMmbroTepHslii BUPYC — 3TO Pa3HOBUIHOCTH KOMITBIOTEPHBIX MPOTpamM,
OTIIMYUTEIBHONU OCOOEHHOCTBIO KOTOPOH SIBIISIETCS CIIOCOOHOCTh K PA3MHOXKEHUIO.

B nomonHeHwe K 3TOMY, BHPYChl MOTYT MOBPEIWTHh WM IOJHOCTBHIO
YHUUTOXUTh Bce (hailjibl U JAaHHbBIE, MIOJKOHTPOJBHBIE MOJIb30BATEN0, OT UMEHU
KOTOpOro ObuIa 3aIylleHa 3apaX€HHAs IporpaMMa, a TaKKe MOBPEIUTh WIH JaKe
YHUYTOXUTh OMNEPAlMOHHYI0 CHUCTEMY CO BceMH (¢aiinamMu B 1eiaoM. B
OOJIBILIMHCTBE CIIy4aeB PacIpOCTPAHSAIOTCS BUPYChI U€pPE3 UHTEPHET.

MGTOI[BI 3allIUTBI OT BPCAOHOCHLIX IIPOIrpaMM:

1. Wcnonb3yil COBpEMEHHBIE ONMEPAIMOHHBIE CUCTEMBI, UMEIOIINE CEPhEZHBIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX POTPaMM;

2. IlocrossHHO ycTaHaBnmuBail mayTh (UUGPOBBIE 3alIaTKH, KOTOPHIE
aBTOMATHUYECKM YCTAaHABIIMBAIOTCA C UEJNbI0 JOpaOTKM MporpamMmbl) M
npyrue oOHOBJIEHUSI CBOEW ONepalMoHHOM cucTteMbl. CKaunBail UX TOJIBKO C
opurmanpHoro caiira paspadorunka OC. Ecam cymectByeTr pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKIIOUH €T0;

3. PaGortaii Ha cCBOeM KOMIIBIOTEpE IIOJ] TMpaBaMU TIOJIb30BATENs, a HE
aJIMUHUCTPATOpPa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MTPOrpaMM
WHCTAJUINPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Ucnonb3yih  aHTUBHUPYCHbIE  NPOrpaMMHBIE  TMPOIYKTHl ~ M3BECTHBIX

MPOU3BOAMTEIIEH, C aBTOMATHYECKUM OOHOBIIEHUEM 0a3;

Orpannub (pU3NUECKU JOCTYI K KOMIIBIOTEPY ISl TOCTOPOHHUX JIULL;

Hcnonb3yil BHETHUE HOCUTENW WH(OPMAIINK, TaKKe Kak (JIemiKa, JUCK UK

(aiin u3 UHTEpHETAa, TOJIBKO U3 MPO(EPEHHBIX HCTOYHUKOB,;

7. He oTkpbIBaili KOMIIbIOTEpHBIE (DAilsibl, MOJYyYEHHbIE M3 HEHAIEKHBIX
UCTOYHUKOB. Jlaxke Te (paityibl, KOTOpbIE MPUCIAT TBOW 3HAKOMbIW. Jlydine
YTOYHU y HETO, OTIPABJISUI JIU OH Te€OE HX.
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Cerun WI-FI

Wi-Fi - 310 He BuJ mepeayn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIL OPCHI,
Mapka. Eme B 1991 roay HuaepiaHjckass KOMIAHUSI 3apervucTpupoBajia OpeH[I
«WECA», uto o6o3nauano cioBocoueranue «Wireless Fidelity», koTopsbrit
NEPEBOIUTCS KaK «0eCrpOBOAHASI TOUHOCTDHY.



Jlo Hamiero BpeMeHu aouuia apyras abopeBuaTtypa, KoTopast sIBIIeTCs TaKOH
xKe TexHoyorued. Jto abbpeBuarypa «Wi-Fi». Takoe Ha3Banue ObLIO JTaHO C
HAMEKOM Ha CTaHAapT BhICIIMIA 3ByKoBOW TexHuku Hi-Fi, uto B mepeBoxe
O3HAYaeT «BBICOKAs TOUYHOCTHY.

Jla, OecIiaTHBIM MHTEPHET-A0CTYN B Kade, OTeIIX U adpoIopTax sSBISCTCS
OTJIMYHOM BO3MOJKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTrME 3KCHEepThl CUMTAIOT,
gT0 obmeaoctynHbsie Wi-Fi ceTu He sBIsitoTcs 6€30macHbIMU.

CoBeTslI 110 0€30mMacHOCTH paboTe B 00men0CTYHBIX ceTsx Wi-fi:

1. He mepenaBaii cBOIO JMUYHYI0 MH(POpPMALKIO yepe3 oOmienoctymnHabie Wi-Fi
cetu. Paboras B HUX, jKelaTeIbHO HE BBOJAMTH MAPOJIM JIOCTYIIA, JOTUHBI U
KaKue-TO HOMEDA,

2. Ucnonws3yit © OOHOBJISH aHTUBUPYCHBIE MporpamMmbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb Ce0sl OT 3aKaYyKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi oTkimoun ¢pyakuio «O0mui noctyn K ¢aiiam
u mpuHTepam». JlanHas (QyHKIUSA 3aKphITa 10 yMOJYaHHUIO, OJHAKO
HEKOTOpPBIE TMOJIb30BATEIN aKTUBUPYIOT €€ Ui YI0OCTBa MCIOJIB30BAHUS B
paboTte wiu yueode;

4. He wucnonb3yit nyomuuneii WI-FI ang nepemaum JIMYHBIX J1aHHBIX,
HaAIpUMED IS BBIXOA B COIMMABHBIE CETH WX B AJICKTPOHHYIO MTOYTY;

5. Mnonb3yit Tonbko 3amuiieHHoe coeauHenue yepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO-asipeca BBOAM UMEHHO «https://»;

6. B moOunbHOM Tenedone otkiaroun ¢GyHkimo «[logkmrouenne k Wi-Fi
aBTOMaTH4ecKku». He  jgomyckail  aBTOMATHYECKOTO  MOJAKIIOYCHUS
ycTpoiicTBa k ceTsiMm Wi-Fi 6e3 TBoero cormnacusi.

ConmnajbHbie CeTH

CoumanipHbIC CETH aKTUBHO BXOJIAT B HAIIIY KW3Hb, MHOTHE JIFOAU PaOOTarOT
1 JKUBYT TaM IOCTOSIHHO, a B Facebook yike 3apeructpupoBan MuInapa 4ejioBekK,
YTO SBJISIETCS OJHOU CEILMOU BCEX KUTEJIEN IIAHETEL.

MHorue nosp30BaTeNN He MOHUMAIOT, YTO HHPOPMAIIHs, pa3MelleHHAs UMHU
B COIIMAJIbHBIX CETSAX, MOXKET OBITh HaleHAa W HCIIOJIb30BaHA KEM YTOJHO, B TOM
YyHUCle HEe 00513aTeIbHO ¢ 0JaruMu HaMEepPEHUSAMH.

OCHOBHBIE COBETHI IO 0E30MaCHOCTH B COIMAIBHBIX CETAX:

1. Orpanuub crnucok apy3eil. Y 1e0s B Ipy3baX HE JOJKHO ObITh CIIyHailHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuinaii CBOI0 4acTHYIO KU3Hb. He ykaswiBall maposu, TenedoHsl, ajapeca,
JaTy  TBOETO  POXIAEHUS U JPYryl0  JUYHYIO  UHGOOpMauio.
3710yMBIIIEHHUKHA MOTYT MCIOIb30BaTh AaKe MH(OPMAIUIO O TOM, KaK Thl
Y TBOM POAUTEIIN IIJIAHUPYETE IPOBECTH KAHUKYJIBL;



3. 3amumiail CBOK pemyTaluio - JIep’KU €€ B UNCTOTE U 3a/iaBail cebe BOMpocC:
XoTen ObI Thl, YTOOBI IPYTUE MOJB30BATENHN BUACIH, YTO ThI 3arpyKaeuib?
[Tomymaii, mpesxie 4eM 4To-TO OMyOJIMKOBATh, HAMIKCATh U 3arPy3UTh;

4. Ecnu Tl TOBOpUILB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE UCIOJIb3YyH CBOE
peaibHOe UM U JPYTYIO JIMYHYI0 WH(GOPMALMU: UMs, MECTO >KUTEIIhCTBA,
MECTO yueObl U IPOYee;

5. UsGeraii pazmemnienus: gororpaduii B MuTEepHETE, TIE THI M300pa)keH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPEJEIUTh TBOE MECTOMOJIOKEHHE;

6. Ilpu perucrpanuu B COUUANbHON CETH HEOOXOIMMO HUCIIOJIB30BATh CIOKHBIE
[apoJIx, COCTOSIIINE U3 OYKB M IM(P U C KOJTUUYECTBOM 3HAKOB HE MEHEE §;

7. Jlnia couuanbHOM CETH, OYTHI U IPYTHX CaliTOB HEOOXOJUMO HMCIIONIb30BaTh
pasHble napoau. Torna ecnu Te€0s B37I0MarOT, TO 3JI0YMBIIIJICHHUKY TOJTy4YaT
JOCTYT TOJIBKO K OZJTHOMY MECTY, @ HE BO BCE Cpasy.

JJIEKTPOHHbIE ICHbI'H

SHGKTPOHHI)IC JACHBI'M — 3TO OYCHDb y,Z[O6Hblﬁ crroco0 HJIaTe)KGI‘/II, OJHAKO
CYCCTBYIOT MOIICHHUKH, KOTOPBIC XOTAT IIOJIYYUTD 9TH JCHBI'U.

QHCKTPOHHBIC ACHBI'H IIOABHUJIMCH COBCEM HCAAaBHO U MMCHHO H3-3a 3TOI'O BO
MHOTHUX IroCyaapCTBax A0 CUX IMOP HC ITPOIIHCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHn QyHKITMOHHUPYIOT M O HUX YK€ IIPOIHMCAHO B 3aKOHE, IJe
WX pa3JeNIIioT Ha HECKOJIbKO BUJIOB — aHOHHMHBIC U HE aHOHHMMHbIC. Pa3Huia B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MPOBOJAUTE OIepaluu 0e3
UJIeHTU(PUKAIIMY TT0JIh30BaTENs, @ B HEAHOHUMHBIX MJICHTHU(UKAIIUN TTOJIb30BaTEIs
SIBJISIETCS 00S3aTEBLHOM.

Takxke crnenyer pas3idyaTh DSJIEKTPOHHbIE (QUaTHblE JCHbI'M (paBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M DJICKTPOHHbIE He(dUaTHbIE JCHBIM (HE PaBHBI
rOCy/1apCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI IO 0€30MACHOIN padOTe C IIEKTPOHHBIMU JE€HBIAMU:

1. TlpuBsku K cueTy MOOMIBHBIN TenedoH. ITO camblid yAOOHBIM U OBICTPBII
croco0 BOCCTaHOBUTH JOCTYI K cuery. [IpuBsi3aHHBIN TeaepOH MOMOXKET,
ecnu 3alyjaellb CBOW IUIATC)KHBIA TApoJIb WM 3ajIelllb Ha CalT ¢
HE3HAKOMOT'0 YCTPOMCTBA;

2. Ucnonw3yit omHopa3oBbie maponu. llocme mepexoga Ha YCHUIICHHYIO
aBTOpM3aIio Tebe yxke He OyneT YrpokaTh OIMACHOCTh KpaXH WM
nepexsaTa IIaTeXHOT0 NapoJis;

3. Boibepu cnoxubiii mapoib. [IpectymHukam Oyaer He MpoOCTO yrajaTh
CJII0KHBIN mapoJib. HazexHble mapoiaum — 3TO mapoyiv, KOTOPbIE COAEpKAT
HE MEHee 8 3HaKOB W BKJIIOYAIOT B c€0sl CTPOUHBIE M MPOMUCHBIE OYKBBHI,
nudpbl M HECKOJBKO CHUMBOJIOB, TakMe€ Kak 3HaK Jojuiapa, (QyHTa,
BOCKJIMIATENBbHBIN 3HaK ¥ T.1. Hanpumep, $tROng!;;



4.

He BBOAHM CBOM JIMYHBIC JAHHBIC HA caﬁTax, KOTOPBIM HEC JOBEPACHID.

DJIeKTPOHHASA MOYTA

SHCKTPOHHa}I IMo4YTa — 3TO TCXHOJIOTHA U IIPCAOCTABILICMBIC CIO YCIIYTHU 110

IMCPCCBIIKC U IMOJYYCHHUIO 3JICKTPOHHBIX COO6HI€HI/H>'I, KOTOPLIC paCIpCaACIIAOTCA B
KOMHBIOTCpHOI?I CCTH.

OOBIYHO SJIEKTPOHHBIA MMOYTOBBIA SIIUK BBITJISAUT CICAYIOIIMM 00pa3oM:

UMs_TI0JIB30BATEISI(@WUMS_JIOMEHA.

Taxxe KpoMme Mepemadyd MPOCTOr0 TEKCTa, WMEETCS BO3MOXKHOCThH TepeaBaTh
(haitibl.

OCHOBHBIE COBETHI 110 OE30IMaCHON pabOTE C AJIEKTPOHHOM MOUTOM:

1.

Hano BbIOpaTh mpaBUIBHBIM MOYTOBBIA cepBUC. B uHTEpHETE ecTh
OTPOMHBIA BBIOOp OECIUIATHBIX TOYTOBBIX CEPBUCOB, OJHAKO JIy4YIlle
JIOBEPSTH TEM, KOI'0 3HACIIb U KTO IIEPBbIA B PEUTUHTIE;

He yka3piBaii B JIMYHON MoYTe JUYHYIO0 MHpopMauuio. Hampumep, mydmie
BBIOpATh «MY3bIKaJIbHBIN _(panat@» uimm «pok2013» BmecTo «temal3»;
Hcnonb3yl AByX3TallHYIO aBTOPU3ALMIO. DTO KOTrAa TOMHUMO MAapOJIsl HYKHO
BBOJUTH KOJ, MPUChUIAEMbIA 0 SMS;

BriOepu cioxHbIi naposib. JJisi KaKI0ro MOYTOBOrO SIIMKA JOJDKEH OBITh
CBOM HAJICKHBIM, yCTOMYMBBIN K B3JIOMY I1ApOJIb;

Ecnmr ecTp BO3MOXHOCTH HamucaTb CaMOMY CBOM JIMYHBIA BOMPOC,
VCIIOJIB3YH 3TY BO3MOXHOCTB;

Hcnonb3yli HECKOJBKO IIOYTOBBIX SIIUKOB. IlepBbI I8  4YacTHOM
MEPENUCKU C aJpecaramMu, KOTOPBIM Thl JOBEPSCIIb. DTO JIIEKTPOHHBIM
aJipec He HAJ0 MCIIOIb30BATh MIPHU PETUCTPAIMK HA (PopymMax U caiTax;

He otkpeiBaii ¢aitnel 1 Apyrue BIOXKEHHS B THUChbMax Ja)ke €CIU OHU
MPUIILTKA OT TBOMX Jpy3ei. Jlydie yrouHu y HUX, OTIPABIISUIA JIU OHU TeOe
3T (aiibl;

[locne oxoH4aHusi pabOTHl HA TIOYTOBOM CEpBHUCE Tiepel 3aKpbITUEM
BKJIQJIKU C CAUTOM HE 3a0y/ib HaXKaTh Ha «BBIATHY.

Kn0epOy1iimHr Wiin BUPTyaibHOE U3/1€BATEIbCTBO

KubepOynmmuar —  mpecieoBaHHUE  COOOIICHHUSMHU,  COJEPIKAIIUMHU

OCKOpOJIeHMS, arpeccuro, 3aIlyTMBaHUE; XYJIUT'aHCTBO; COLIMAJIbHOE
OOMKOTUPOBAHUE C TTOMOUIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 0OpHOE ¢ KUOESPOYITMHTOM:

1.

He Opocaiics B 6oii. Jlydmmii crioco0: mMOCOBETOBATHCS Kak ceOs BECTH W,
€CJIM HET TOTr0, K KOMY MOXKHO OOpaTHThCS, TO BHayUaje yCIOKOUThCs. Ecin



Thl HAuyHEIIb OTBEYaTb OCKOPOJEHUSIMH Ha OCKOPOJEHHS, TO TOJIBKO €LIe

00JIbIIe PA30XKKEIIb KOH(DIUKT;

Ynpasisiii cBoei kubeppernyTainei;

3. AHOHMMHOCTH B ceTH MHHMasl. CyIIECTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT
32 aHOHUMHBIM aKKayHTOM;

4. He cTouT BeCTH XyJHMTaHCKMH oOpa3 BUpPTyaJbHON >Xu3HU. VHTEepHeT

¢dukcupyeT Bce TBOM JCHCTBHUS U COXpaHSAET UX. Y JaIUTh UX OylIeT KpaiiHe

3aTPyAHUTEIIBHO;

Cobmroall cBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyil eauHuuHblii HeraTuB. OpHOpa3oBblE  OCKOPOUTENIBbHBIE
cooOIIeHusT Jydiie UrHopupoBatb. OOBIMHO arpeccus NpeKpallaeTcs Ha
Ha4yaJIbHOW CTauH;

7. ban arpeccopa. B mporpammax oOMeHa MIrHOBEHHBIMU COOOILECHUSIMH, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXHOCTh OJIOKHPOBKH OTIIPABKH COOOILECHHI C
OIIPEIEIICHHBIX aPECOB;

8. Eciu TeI cBumeTens kubOepOymnuHra. TBOM NEHCTBUS: BBICTYIUTH MPOTHB
IIpeciieloBaTens, I0Ka3aTb €My, 4YTO €ro JEHUCTBHUS OLEHUBAIOTCS
HEraTUBHO, TIOJIEPKATh JKEPTBY, KOTOPOM HYXHa ICHUXOJIOTHYECKas
IIOMOIIb, COOOIIUTE B3POCIBIM O (PaKTe€ arpECCUBHOIO ITOBEACHUS B CETH.
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MooOuiabHbIi TesaedoH

CoBpemeHHbIe cMapT(HOHBI U MJIAHIIETHI COIEPIKAT B c€O€ BIIOTHE B3POCIIbII
(GyHKIIMOHAT, U TEmepb OHU MOTYT KOHKYpUpPOBAaTh CO CTallMOHAPHBIMU
KoMmmbloTepamu. OIHAKO, CPEJICTB 3aIUThI ISl MOJJOOHBIX YCTPOUCTB MOKa OYEHb
Majo.

TecTupoBaHHE ¥ TOUCK VYSA3BUMOCTEM B HHUX NPOUCXOJWT HE TakK
WHTEHCHBHO, Kak 1is [1K, To ke camoe kacaeTcss 1 MOOMIIbHBIX MPUITOKCHUT.

CoBpeMeHHbIE MOOWIBHBIC Opay3epsl yXKe MPaKTHUYECKH JIOTHAJIH
HACTOJbHBIE aAHAJIOTH, OJIHAKO pacliupeHue (yHKIMOHATa BIEYET 3a CoOOM
OOJIBIIYIO CIIO)KHOCTh M MEHBIITYIO 3aIUIIEHHOCTD.

I[EUIGKO HC BCC IIPOU3BOAUTCIIN BBIITYCKAIOT 06HOBJ'I€HI/I$I, 3daKPbIBAIOIIIUC
KPUTHUYCCKHC YA3BUMOCTHU JJIsI CBOHUX YCTPOﬁCTB.

OCHOBHBIE COBETHI JJIs1 O€30MIaCHOCTH MOOMJIBHOTO TeJieoHa:

1. Huyero He siBNseTCA MO-HACTOSIIEMY OeCIUIaTHBIM. byab 0CTOpOXeH, Behb
Korja Tede mpeaiaraloT OecrIaTHhIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKue-TO TJIaTHBIC YCIIYTH;

2. Hdywmaii, npexnae yem otnpaBuTh SMS, ¢oto uin Buaeo. Tl TOUHO 3HAEHID,

r7i€ OHU OyAYT B KOHEYHOM UTOTE?

Heo6xo1uMo 0OHOBIIATE ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

Wcnonb3yit aHTUBUPYCHBIE TTPOTPaMMBbI JIsI MOOMIJIBHBIX TeNIe(DOHOB;
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5. He 3arpyxaii mpuioxeHusi OT HEU3BECTHOTO MCTOYHUKA, BEb OHH MOTYT
COJIEpKaTh BPEIOHOCHOE MPOTrPAMMHOE 00ECTICUEHNE;

6. Ilocme Toro kaxk THI BbIEUIb C caliTa, TJ€ BBOAWI JUYHYIO HH(OpMAIHIO,
3aiiIi B HACTPOMKHM Opay3epa u ynanu cookies;

7. Ilepnoanyecku NpoBepsid KaKUE IUIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

8. MlaBaii cBoit HOMep MOOWIBHOTO TenedoHa TOJNBKO JIIOASM, KOTOPBIX ThI
3Haelllb U KOMY JIOBEpSCIIIb;

9. Bluetooth momxeH OBITH BBIKIIOUEH, KOTJa Thl UM HE MOJb3yemibcs. He
3a0bIBall MHOT 12 TPOBEPSTH ITO.

Online urpsi

COBpCMGHHI)Ie OHHaﬁH-HFpLI — 9TO KpaCOYHEIC, 3aXBaTbIBAIOIIUC
Pa3BJICUYCHUA, O6’I>€I[I/IH$IIOH_[I/I€ COTHH TbICAY 4YCJIOBCK IIO BCEMY MHUDPY. HFpOKH
HCCICAYIOT ,Z[&HHLIIZ UM MHUD, O6HIaIOTC5I Apyr ¢ APYIOM, BBIIIOJHANOT 3aJdaHH:,
CpaXaroTCca C MOHCTpAaMHM M IIOJJYYarOT OIIBbIT. 3a YAOBOJIbCTBUC OHMH IIJIATAT:
IMOKYIIaOT AUCK, OIIAYMBAIOT aOOHEMEHT WU HpI/I06peTaI-OT KaKHC-TO OIIIIHH.

Bce 3T cpeacTBa uayT Ha MOAIEPIKAHUE U PA3BUTHE UTPHI, a TAKXKE HA caMy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbl aBTOPHU3AIMU, BBIMTYCKAIOTCS HOBBIE
natyu (udpoBbIe 3arIaTKy JJIsl IPOTPaMM ), 3aKPhIBAIOTCS YS3BUMOCTH CEPBEPOB.

B HOI[O6HI:IX UIrpax CTOHUT OIIaCaTbCAa HC CTOJBKO CBOHMX COIICPHHKOB,
CKOJIBKO KpaXu TBOCIO IIapoOJId, Ha KOTOPOM OCHOBAHA CHCTCMa A4BTOPH3AlIUH
OOJIBLIIMHCTBA Hurp.

OCHOBHBIE COBETHI IO OE30MACHOCTH TBOETO UTPOBOTO aKKAYHTA:

1. Ecou gpyroit urpok BemeT ceOs TUIOXO HIIM CO37aeT Te0e HeNMpUSITHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Iloxamy¥icsa aIMUHUCTpPATOpaM WIPbI Ha IUIOXOE MOBEACHHE 3TOI0 UIPOKa,

KeaTesIbHO PUIIOKUTh KaKHe-TO J0Ka3aTeIbCTBA B BUJIE CKPUHOB;

He yxa3biBail TnuHy0 nHGOpMaLKIO B Ipodaiisie urpsl;

VYBaxall Apyrux y4aCTHHKOB I10 UTPE;

He ycranaBnuBaii HeouimaabHbIe TATYU U MOJIBI,

Hcnonb3yii CII0KHBIE U pa3HbIE TAPOJIH;

Jlaxxe BO BpeMsi UTPbl HE CTOUT OTKJIIOYATh aHTUBUpYC. 1loka Tkl Urpaelsb,

TBOM KOMITBFOTEP MOTYT 3apa3UTh.

N ko

@OUIIHHT WA Kpaika JIMYHbIX JaHHbIX

OOBIYHON KpaXkeil JeHer U JTOKYMEHTOB CErOAHS Y€ HUKOTO HE YyAMBHUUIb,
HO C pAa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBIIUICHHUKH IIE€PEMECTUIINCH B
WHTEPHET, U MPOJIOJKAIOT 3aHUMATHCS «IHOOMMBIMY JIEJIOM.



Tak mosBUIach HOBas yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUIIMHT,
TJIaBHAs 1e7b KOTOPOTO COCTOMT B TOJYYEHUH KOH(PHUACHLUUATIBHBIX JIaHHBIX
M0JIb30BaTeNe — JIOTWHOB U maposieil. Ha anrnuiickoM si3bike phishing unraercs
kak ummHr (0T fishing — peIOHAs JTOBJIA, password — mapoJib).

OcHOBHBIE COBETHI IO 0OpHOE C (PUITUHTOM:

1. Cnequ 3a cBOoMM akkayHTOM. Eciu Tl moI03peBaclib, 4TO TBOSI AHKETA
Obuta B3JIOMaHa, TO HEOOXOJUMO 3a0JIOKUpOBaTh €€ M COOOIIMTH
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOpEe;

2. Ucnonb3yit Oe3omacHbie BeO-CAThl, B TOM YHCIE, HHTEPHET-MarasuHoB U
MOMCKOBBIX CUCTEM;

3. HUcnonb3yit crnoxkHble W pas3Hble mapoid. Takum oOpa3zom, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKY II0JIy4aT JJOCTYII TOJIBKO K OJHOMY TBOEMY
npo(UIIIO B CETH, @ HE KO BCEM;

4. Ecnu T1ebs B31MOManu, TO HEOOXOAMMO MpPEAyHpeauTh BCEX CBOUX

3HAKOMBIX, KOTOpble 100aBieHbl y Te€OA B JpYy3bsiX, O TOM, 4YTO TeOs

B3JIOMAQJIM U, BO3MOXXHO, OT TBOErO0 MMEHU OyJeT pacchbulaTbCs ClaM U

CCBUIKM Ha (PUILIMHTOBBIE CANTHI;

VYcranoBu HagexHbIN apoiib (PIN) Ha MOOMIBHBINM TenedoH;

OTkJII0YM cOXpaHEHHUe NapoJisi B Opaysepe;

He otkpeiBaii Qaiinbl U Apyrue BIOXKEHHS B NUCbMax Ja)ke €CIU OHU

NPUILUIM OT TBOMX JApy3el. Jlydine yrouHu y HUX, OTOPABIISUIA JIM OHU TeOe

3T (aiibl;

~N oo

u¢posasi penyrauus

[udposas pemnyTtaius - 3TO HEraTUBHAsl WJIM MO3UTHBHAs HMH(OpMalus B
cetu o Ttebe. Kommpomerupytomas uHopManus pasmelnieHHas B HHTEPHETE
MOKET CepbE3HBIM 00pa30M OTPa3UTHCA Ha TBOEH peaIbHOM KU3HU.

«lIudpoBas pemyranus» - 3TO TBOW HMMHUJIK, KOTOPBIM dopMuUpyeTCs U3
uH(popmaIuu o Tede B UHTEPHETE.

TBOoe MecTO JKHUTENbCTBA, YueObl, TBO€ (DMHAHCOBOE TIOJIOKEHHUE,
OCOOCHHOCTH XapaKTepa U pacckasbl 0 OJIM3KUX — BCE 3TO HAKAIIJIMBACTCS B CETH.

MHorue noApOCTKU JIETKOMBICIEHHO OTHOCSTCS K MyOJUKAIlMU JIMYHOU
uHdopmaruu B MHTEpHETE, HE MOHMMAsT BO3MOXKHBIX MOCHenCTBHM. Thl maxe He
CMOJKEIIb JIOTaaThCs 0 TOM, 4TO (hoTorpadus, pa3MeiIeHHas S5 JeT Ha3ald, craia
MPUYUHON OTKAa3a MPUHATH T€0s Ha padoTy.

KommenTapuu, pazmenienue TBoux GoTtorpaguii u Ipyrue IelcTBUS MOTYT
HE MCYE3HYTh JaXK€ IOCJE TOro, KaKk Thl WX YyJIalullb. Thl HE 3HACLIb, KTO
coxpaHwi 3Ty uWHPOpPMAILMIO, TMoMnajga JU OHAa B I[IOMCKOBBIE CHCTEMBI U
COXpaHWJach JM OHA, a IJIABHOE: YTO MOAYMAalT O Tebe OKpy’Karollee JII0JIH,



KOTOpBIC HAWAYT W yBUAAT 3T0. Haiitu nH(OpMammio MHOTO JIET CITyCTSI CMOKET
0001 — Kak U3 JOOPHIX TOOYKICHHI, TaK M C HAMEPEHUEM TPUYUHUATH BPEI. DTO
MOKET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI 10 3alIUTE HU(PPOBOH peryTaluu:

1. IMoxymaii, mpexae 4eM 4To-TO MyOJUKOBATh U IMepeaBaTh y cels B Oyore
WM B COLIMAJILHOM CETH;

2. B mactpoiikax mnpoduias yCTaHOBM OTpaHUYEHHsS HAa MPOCMOTP TBOETO
npouIs ¥ €ro COIEP>KUMOTO0, ClIeTIail €ro TOIBKO «JUJIsS IPY3€eiD»;

3. He pasmemaii u He yka3biBail MH(POpPMAIUIO, KOTOpas MOXET KOro-iu0o
OCKOPOJISTh WK OOMKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE  IIKOJBbHUKHW—  aKTUBHBIE  IOJB30BATENH  IH(PPOBOTO
npoctpaHcTBa. OnHAKO Jaleko HE BCE 3HAIOT, YTO IMOJb30BAHHE MHOTMMHU
BO3MOXHOCTSIMM ~ LHM(poBOro  Mupa TpedyeT  coOnoAeHuss IpaB  Ha
UHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMuH «uHTENIEKTyadbHasi COOCTBEHHOCTb» OTHOCUTCS K pPa3iHMYHbIM
TBOPEHHUSIM YEJOBEUECKOIO0 yMa, HayMHas C HOBBIX HM300pPETEHUH M 3HAKOB,
0003HAYaIOIIUX COOCTBEHHOCTh Ha MPOJYKTHl M YCIYT'H, U 3aKaHUMBasg KHUTAMHU,
doTorpapusiMu, KHHOPUIEMAMH U MY3bIKAJIbBHBIMU ITPOU3BEACHUSMU.

ABTOpCKHE TMpaBa — 3TO MpaBa Ha MHTEIUIEKTYaJlbHYI0 COOCTBEHHOCTbh Ha
IIPOU3BEICHUS HAYKH, JINTEPATYPbl U HCKYCCTBA.

ABTOpCKHE TpaBa BBICTYNAlOT B KAadeCTBE TapaHTUM TOrO, YTO
VMHTEJUIEKTYaJIbHBII/TBOPUECKUI Tpyd aBTOpa HE OyJeT HalpacHbIM, JACT €My
CIPaBEAJIMBbIE BO3MOKHOCTH 3apab0TaTh HA PE3YJIbTATAX CBOETO TPY/a, OJIYUYHUTh
W3BECTHOCTH U IIPU3HAHHUE.

Hukto 06e3 paspemieHus aBTopa HE MOXET BOCIHPOU3BOAHUTH €0
MPOU3BEJICHUE, PACIIPOCTPAHATh, MYOJUYHO JEMOHCTPUPOBAThH, MPOAABATH,
MMIIOPTUPOBATH, IIyCKaTh B IIpOKar, myOJIMYHO VICTIOJIHSITD,
MOKa3bIBaTh/UCTIOJHATH B d(pupe uinum pazmeniath B iaTepHere.

Hcnonb3oBaHne «IMHUPATCKOr0» MPOrPaMMHOrO  OOECIIEUEHUS MOXKET
IIPUBECTM K MHOTMM pHCKaM: OT NOTEPU [NAHHBIX K TBOUM aKKAayHTaMm Ji0
OJIOKUPOBKHM TBOETO YCTPOWCTBA, I/I€ YCTAHOBJIECHHBIM HE JierajibHasi porpamma.
He crout Ttakxe 3a0bBaTh, 4YTO CYIIECTBYET JIErajibHble W OECIUIaTHbBIE
IIPOTPaMMBbl, KOTOPBIE MOKHO HAUTH B CETH.



O nopraJue

CereBU4OK.p(h — TBOM TIIaBHBIN COBETYHK B CETH. 3/1€Ch ThI MOXEITh y3HAThH
0 0€30MacHOCTH B CETU MOHSTHBIM U JOCTYIHBIM SI3bIKOM, & TP BOZHUKHOBEHUU
KPUTUYECKON CHUTyallud OOPAaTUTHCS 3a COBETOM. A TakXe MPUHATH y4acTUE B
KOHKYpCaX U CTaTh CaMbIM IIU(POBBIM IpaskIaHUHOM !



